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http://www.openldap.org/


U the  

If you manage a large corporate network that has several hundred 
or thousands of machines, you will quickly realize how much 
duplication of effort is involved with normal administrative tasks.  
 
Routine operations like changing passwords, canceling accounts, 
and modifying groups become time-consuming if repeated on 
individual machines. Centralizing user and authentication 
information can solve these issues. 
 
Lightweight Directory Access Protocol (LDAP) is a set of protocols 
that has become the Internet standard for accessing information 
directories. LDAP and Active Directory allow administrators the 
capability to decentralize information in a secure and reliable 
manner. 
 
This lesson will introduce the student to the terminology and basic 
skill sets required to administer both Active Directory and LDAP 
components.  
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Microsoft Active Directory 

http://www.microsoft.com/downloads/en/details.aspx?FamilyID=A45059AF-47A8-4C96-AFE3-93DAB7B5B658
http://www.microsoft.com/downloads/en/details.aspx?FamilyID=A45059AF-47A8-4C96-AFE3-93DAB7B5B658


U the  

You should know what will be expected of you when 
you complete this lesson. These expectations are 
presented as objectives. Objectives are short 
statements of expectations that tell you what you 
must be able to do, perform, learn, or adjust after 
reviewing the lesson.  
 
Lesson Objective: 
 
Given a need for system interoperability, the student 
will analyze two directory services (LDAP and Active 
Directory) and connect both to Linux as per industry 
standards.   
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In this lesson, you will explore: 

 
Overview of LDAP  

Directories and databases 
 Benefits & use of LDAP 

Directory Management 
 LDAP terminology 
Namespace 
 Client LDAP operations 
 Access control lists 
 Slapd.conf file 

Active Directory 
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You will find the information contained in 
the following links to be quite helpful. 
Please select each link and review its 
contents: 
 

 What is LDAP?  
 Introduction to OpenLDP services 
 LDAP quick-start guide 
 Introduction to LDAP 
 Microsoft Directory Services Guide 
 Understanding LDAP (Word.doc) 

http://www.gracion.com/server/whatldap.html
http://www.openldap.org/doc/admin24/intro.html
http://www.openldap.org/doc/admin24/quickstart.html
http://www.openldap.org/doc/admin24/quickstart.html
http://www.openldap.org/doc/admin24/quickstart.html
http://www.ldapman.org/articles/intro_to_ldap.html
http://technet.microsoft.com/en-us/library/bb463150.aspx
http://download.microsoft.com/download/3/d/3/3d32b0cd-581c-4574-8a27-67e89c206a54/uldap.doc
http://technet.microsoft.com/en-us/library/bb742424.aspx


Directories help people find their way by showing or pointing to 
the location of relevant items . When you enter a hospital or 
large facility, one of the first things we look for is a directory to 
show us where the emergency room or the X-ray lab may be 
located. Computer directories serve the same purpose. They 
point users to the desired information in a quick and efficient 
manner. 
 
LDAP is a protocol or set of specifications that define how data 
is stored and retrieved in an information directory. LDAP allows 
users to centralize data management which results in increased 
efficiency and decreased support costs. LDAP allows one or two 
administrators to remotely manage directory information all 
over the world using an LDAP server. By decreasing the number 
of people managing data, efficiency and data integrity are 
improved at minimal cost. 
 
LDAP was pioneered at the University of Michigan, and a free 
implementation of LDAP is available from their web site along 
with documentation, source code, and other resources. 

C4L4S6 

Select PLAY below for a 
video introducing CUPs. 

 View Video 
VideoLesson4LDAPIntro(C4

L4S6).mp4 



A directory is composed of entries. The entry is the basic unit of the directory. 
An entry may contain information such as a name, address, email contact, fax, 
and phone number. Entries in the directory have the same type of data but 
individual data sets are different. For example, the name data would all be 
listed as names but the data itself would be different (John Doe and Mary 
Smith are both names). 
 
The information associated with an entry is called the attributes of the entry. 
An entry is essentially a collection of attributes. In our earlier example, the 
person's name and phone number are attributes of that person’s entry in the 
directory. Depending on how the directory is set up and initiated, entries can 
have a set of mandatory attributes as well as a set of optional attributes.  
 
Think of a directory as a repository that stores objects. The directory serves 
the purpose of arranging the objects and their extended details (attributes). A 
directory usually describes an object such as a person, a printer, a server or 
some other resource. Each entry has a name called a distinguished name (DN) 
that UNIQUELY identifies it (also called a key). The DN consists of a sequence 
of parts called relative distinguished names (RDN’s), much like Windows and 
Unix files contain path names to identify the complete file. 
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Required Reading 
• Introduction to LDAP 
• LDAP DN 
• Distinguished Name 

 

https://help.ubuntu.com/community/Nagios2
http://www.ldapman.org/articles/intro_to_ldap.html
http://publib.boulder.ibm.com/iseries/v5r2/ic2928/index.htm?info/rzalv/rzalvtrmsldapdistname.htm
http://publib.boulder.ibm.com/iseries/v5r2/ic2928/index.htm?info/rzalv/rzalvtrmsldapdistname.htm
http://publib.boulder.ibm.com/iseries/v5r2/ic2928/index.htm?info/rzalv/rzalvtrmsldapdistname.htm
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Recommended Reading 
• Directory tree design 

 

Image from ldapman.org 

Select PLAY below for videos on 
directory services. 

Tree directory video 

Directory services 

 View Video 
VideoLesson4TreeDirectory(C4L4S8).mp4 

 View Video 
VideoLesson4DirectoryServices(C4L4S8).mp4 

https://help.ubuntu.com/community/Nagios2
http://www.ldapman.org/articles/tree_design.html
http://www.ldapman.org/articles/tree_design.html
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There is a special attribute that is mandatory for all entries, 
called the objectclass attribute. This attribute determines 
what rules the entry follows. These rules establish the 
content of the entry by specifying the set of attributes that 
are considered mandatory and another set that is 
considered optional.  
 
At the most basic level, the object class defines what 
attributes can be used in the entry. The schema of the 
directory determines which object classes are available in 
the directory.  
 
The schema essentially defines the set of rules the 
directory data must follow. Several default schemas are 
included with most LDAP installations.  
 
Note: Schemas are not selected by the installation default 
configuration though. 

Required Reading 
• ObjectClass Attributes 

 

https://help.ubuntu.com/community/Nagios2
http://www.linuxjournal.com/content/fun-ldap-objectclass-attributes


A directory is a specialized database, but in reality, it is much more complex. The basic functionality of 
an LDAP server is similar to a database but optimized for fast reading of static information (information 
that does not change frequently). Passwords and groups are good examples of relatively static 
information that needs to be read quickly. 
 
Directories are normally used to search, view, or compare information (read processes) while 
databases are used to write, store, and read information. As such, both are designed at the 
programming level to be optimal for their required tasks. Directories read information in an efficient 
manner, while databases write and store information in an efficient manner. 
 
Directories are suited for several commonly required purposes such as specialized data storage 
systems and for objects that need a hierarchy. Directories can be replicated across servers to allow 
access from multiple locations. Text-based information is particularly well suited for a directory because 
text can be easily searched. However, any type of data can be stored in a directory.  
 
A directory may consist of personal information and tags that link to an image of someone associated 
with the data. You should not think of a directory as just a repository for text data. Text may be linked 
to various kinds of data objects depending on the directory design and structure. 
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 Make network administration easier 
- Central management of people information 
- Central management of computer and machine configuration 
- Central management of user accounts 
- Reduced support costs from centralized management 

 Unify access to network resources 
- Uniform naming convention 
- Potential for single login to network resources 

 Provide single destination for users to search for information 
- Contact information 
- Central location of network resources 
- Potential as a catalog for any kind of data (e.g. product 
documentation) 

 Improve data management 
- Improve the consistency of data that is widely used 
- Provide centrally managed security for business-critical data 
- Organize data in a logical structure 

 Help streamline business processes 
 Provide repository and lookup for application and service data 
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Required Reading 
• LDAP Vs Database 
• Directories compared 
• Differences 
• LDAP Overview 

 

This information is from pearsonhighered.com (pg 17) 

https://help.ubuntu.com/community/Nagios2
http://blogs.sun.com/treydrake/entry/ldap_vs_relational_database
http://www.openldap.org/faq/data/cache/378.html
http://www.openldap.org/faq/data/cache/378.html
http://www.differencebetween.net/technology/difference-between-ldap-and-database/
http://www.pearsonhighered.com/samplechapter/020178792X.pdf
http://www.pearsonhighered.com/samplechapter/020178792X.pdf


“Often people that use LDAP are not even aware they are using it. It is the 
protocol used to access your corporate e-mail directory. LDAP may be 
consulted every time you access a private web page, and it often stores 
configuration for the services you access. In these applications and others, 
LDAP provides the behind-the-scenes support needed to control access to 
resources and look up information. LDAP has also been used for applications 
ranging from storing and retrieving images to calculating chess moves.”  
 
The answer to who uses LDAP? Everyone does and has! 
 
When to use LDAP? 
 Would you like your data to be available cross-platform?  
 Do you need to access this data from a number of computers or 

applications?  
 Do the individual records you're storing change a few times a day or less, 

on average?  
 Does it make sense to store this type of data in a flat database instead of 

a relational database? That is, could you effectively store all the data for a 
given item in a single record?  

  Matches unreferenced content word-for-word 
  
Source: LDAP Directories Explained (Pg 10)  
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Recommended Reading 
• Intro to LDAP 
• LDAP URLs 

 
For Review 
• LDAP from Microsoft 

ftp://ftp.instantnt.ru/pub/Books/Linux/Wesley - Ldap Directories Explained %5B2003%5D.pdf
https://help.ubuntu.com/community/Nagios2
http://quark.humbug.org.au/publications/ldap/ldap_tut.html
http://www.centos.org/docs/5/html/CDS/ag/8.0/LDAP_URLs-Examples_of_LDAP_URLs.html
http://download.microsoft.com/download/3/d/3/3d32b0cd-581c-4574-8a27-67e89c206a54/uldap.doc


There are many management tasks associated with a directory. Some of these include: 
 
 Certificate authority management— Management of certificates, revocation lists, and the 

certificates used to establish trust between certificate authorities is a critical function. 
 User account management— People have to log in, and LDAP directories often store the 

organization's user accounts. Providing account management is a common task. 
 Directory server storage management— The directory must have space to grow. 
 DNS records— The records that provide access to the directory are a critical dependency. There 

is no maintenance needed; but should the records break, you will want to know how to fix them 
quickly. 

 Performance monitoring— Perception is everything. Performance monitoring will help you 
provide a reliable directory that does not seem slow to users. It will help you gauge when to 
upgrade or add additional servers, and maybe help detect a problem before users do. 

 Backups— Loss of data is still far too common an occurrence. Have a backup system in place 
before bringing up a directory. 
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Source: LDAP Directories Explained – Brian Arkills (pg 163) 

ftp://ftp.instantnt.ru/pub/Books/Linux/Wesley - Ldap Directories Explained %5B2003%5D.pdf
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Aliases 
An alias provides a means to refer to a single entry – (Aliases allow an entry 
to be in two places at once). An alias provides a useful means of placing an 
entry in two or more locations in the directory. The LDAP namespace 
prohibits a Web-like structure; but by using an alias, you can circumvent this 
restriction for a single entry. This functionality can help to eliminate 
problems that a structure introduces.  
 
For example Bob Jones’s person entry might belong in both the Engineering 
and Marketing OUs because he fills two functional roles. But these 
functional roles are not under the same branch in the directory, so two 
entries are needed. The alias solves this problem. An alias could be placed in 
one of the OUs and the real entry placed in the other OU. 
 
Namespace 
To find information in a directory, a common set of naming rules is needed. 
These rules are called a namespace. Every directory needs a namespace. A 
namespace refers primarily to how entries are named. However, it can also 
imply other characteristics such as an organizational structure for the 
entries. Incidentally, the term "namespace" can also be used in a general 
sense to refer to all the objects in a specific container. 

Recommended Reading 
• Aliases 
• LDAP Aliases 

 

https://help.ubuntu.com/community/Nagios2
http://download.oracle.com/javase/jndi/tutorial/ldap/misc/aliases.html
http://infocenter.guardiandigital.com/manuals/SecureMail/node57.html
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Protocol  
LDAP is primarily a set of server operations based on the TCP/IP protocol 
(required for LDAP-port 389) 
 
Schema 
The schema defines the rules. A game without rules is chaotic and subject 
to the players' whims. The set of rules that defines what types of entries 
can be in the directory is known as the schema. If a particular object class is 
not in the schema, you cannot create an entry with that object class. You 
extend the schema to include a new object class or to allow new optional 
attributes on an existing object class.  
 
The schema further defines pertinent rules like what type of value can be 
placed in an attribute, and what operators are valid for those attributes. 
The operators are what the directory uses to compare one attribute's data 
value to another value. Greater than, less than, and equality are examples 
of common data operators. 

Recommended Reading 
• LDAP Schemas 
• Schema Specs 
• Schema Design 

 

Select PLAY for a video on 
schema. 

 View Video 
VideoLesson4Schema(C4L4S15).mp4 

https://help.ubuntu.com/community/Nagios2
http://www.zytrax.com/books/ldap/ch3/
http://www.openldap.org/doc/admin22/schema.html
http://www.skills-1st.co.uk/papers/ldap-schema-design-feb-2005/ldap-schema-design-feb-2005.pdf
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Management 
Information that is centrally organized in an LDAP directory lends itself to 
management. In fact, an LDAP directory can become the hub of IT 
management and can lead to more efficient data management.  
 
The support for LDAP directory management functionality is therefore very 
important. Management functionality that is easy to use or provides ways 
to simplify integration is highly desirable. Products are sure to evolve over 
the next few years to allow for data management in an LDAP environment.  
 
Currently, most data is managed through the CLI using files consisting of 
data formatted in the LDIF format. This data is then imported into the LDAP 
directory via the command line.  
 

Recommended Reading 
• LDAP Account Mgr 

 

Select PLAY for a video on LDIF 
structure. 

Source: LDAP Directories Explained – Brian Arkills (pg 38) 

 View Video 
VideoLesson4LDIEStructure(C

4L4S16).mp4 

https://help.ubuntu.com/community/Nagios2
http://www.ldap-account-manager.org/lamcms/license
ftp://ftp.instantnt.ru/pub/Books/Linux/Wesley - Ldap Directories Explained %5B2003%5D.pdf
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Security 
Authentication, authorization, and encryption are needed to secure 
information. The term security is used in a broad sense in the computer 
industry. In fact, if you asked one hundred people to define computer security 
you might get 100 different definitions depending on their experience in the 
field.  
 
In discussions of computer security, typically two areas are of concern: 
authentication and authorization. Authentication is the means of proving we 
are who we say we are. Authorization is the means of designating access 
permissions to users. Privacy is our third area of concerns in networking.  
 
Privacy is the means of ensuring that data is kept safe so that it is available only 
to those for whom it is intended. Some form of encryption is usually used to 
keep data private. 
 
Note: LDAP supports cleartext, Kerberos, and SASL for authentication. 

Recommended Reading 
• Security with LDAP 
• Security Issues 
• LDAP for Security 

Select PLAY for a video on LDIF 
structure. 

Source: LDAP Directories Explained – Brian Arkills (pg 39) 

 View Video 
VideoLesson4LDIFAuthe
ntication(C4L4S17).mp4 

https://help.ubuntu.com/community/Nagios2
http://www.skills-1st.co.uk/papers/security-with-ldap-jan-2002/security-with-ldap.html
http://www.tech-faq.com/ldap-security-issues.html
http://www.linuxjournal.com/article/6789
ftp://ftp.instantnt.ru/pub/Books/Linux/Wesley - Ldap Directories Explained %5B2003%5D.pdf
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Replication 
Your organization’s decision to implement an LDAP directory may be 
initially complicated. You will centralize critical information into a single 
repository and integrate key business processes with this directory. As you 
and your company plan the process of moving important data to a 
centralized location, there will be fears of data loss and possibly loss of 
business. Changes in data structure and implementation of LDAP should be 
thought out in detail including contingency plans should something go 
wrong. 
 
Replication is the simplest solution. With replication, you deploy more than 
a single directory server. The information in the directory is then replicated 
between multiple directory servers, and the replicated information can be 
accessed from several points of distribution.  
 
Replicas 
A replica is a replicated copy of directory information. The term "replica" 
refers to the subservient copies of the master partition. The difference 
between a partition and a replica is subtle. A replica is the replicated unit of 
the directory. 

Recommended Reading 
• Enabling Replication 
• LDAP Howto 

Source: LDAP Directories Explained – Brian Arkills (pg 124) 

https://help.ubuntu.com/community/Nagios2
http://publib.boulder.ibm.com/tividd/td/ITAME/SC32-1131-01/en_US/HTML/am41_install56.htm
http://www.tldp.org/HOWTO/html_single/LDAP-HOWTO/
ftp://ftp.instantnt.ru/pub/Books/Linux/Wesley - Ldap Directories Explained %5B2003%5D.pdf
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Vendor LDAP Server 

Computer Associates eTrust Directory 

Critical Path CP Directory Server 

IBM SecureWay 

Sun AND Netscape Directory Server (used to be iPlanet and Netscape Directory 

Server) 

Microsoft Exchange 5.5 AND Active Directory 

Netscape Directory Server (no longer offered) 

Novell eDirectory (formerly NDS) 

OpenLDAP OpenLDAP 

Oracle Internet Directory 

Syntegra Global Directory AND Aphelion Directory 

University of Michigan Slapd (most common) 



"Namespace" implies that a name is not simply a name, but holds meaning in 
terms of structure as well. The term takes two different aspects of the directory 
and seeks to tie them together: how to name things and how they can be 
organized.  
 
The definition of a service's namespace is critical and should be carefully planned. 
Namespace allows us to find items in the directory. Without a namespace that we 
agree on, you and I might be referring to the same thing, but using different 
languages.  
 
Example…In the postal namespace, a letter is addressed to someone may be as 
follows: 
 
Person's name 
Street number Street 
City, State/Province/Region Zip code 
Country 
 
This address tells us many things by the way it is constructed and the value of 
each component, while also uniquely designating the recipient. We know that the 
person lives in this country, in this state, in this city, etc. Note: Namespace is white 
space sensitive, so be careful when cutting and pasting data. 
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Source: LDAP Directories Explained – Brian Arkills (pg 45) 

Required Reading 
 
Namespace: 
• Namespace (IBM) 
• Configuration 
• Namespace Structure 
• Active Directory 

ftp://ftp.instantnt.ru/pub/Books/Linux/Wesley - Ldap Directories Explained %5B2003%5D.pdf
https://help.ubuntu.com/community/Nagios2
http://publib.boulder.ibm.com/infocenter/cicsts/v2r2/index.jsp?topic=/com.ibm.cics.ts22.doc/dfhpj/dfhpj8w.htm
http://publib.boulder.ibm.com/infocenter/cfpm/v10r1m0/index.jsp?topic=/com.ibm.swg.im.cognos.cp_inst_cr_winux.10.1.0.doc/cp_inst_cr_winux_id13460ConfigureanLDAPNamespace.html
http://www.informit.com/articles/article.aspx?p=101405&seqNum=7
http://www.informit.com/articles/article.aspx?p=101405&seqNum=8


The LDAP client is what a user sees when accessing a 
directory. The end user must have an easy way to access and 
read the information that is contained within the directory.  
 
Easy to use graphical user interfaces such as phpldapadmin 
are available, but are often tricky to configure. Once installed, 
they simplify the data management process for non-technical 
type administrators and data entry clerks. 
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Required Reading 
• PHP LDAP Admin 

 

Select PLAY for a Youtube video 
on phpldapadmin. 

Note: The speaker in the video uses a previous version of Ubuntu 
that may be different from yours. Your lab work has a few videos 
defining what you will need to do. 

https://help.ubuntu.com/community/Nagios2
http://phpldapadmin.sourceforge.net/wiki/index.php/Main_Page
http://www.youtube.com/watch?v=DM_UQVVVtoY&playnext=1&list=PLF6DFDAF42E473EEB


Access Control Lists (ACLs) 
The Directory ACLs provided by OpenLDAP are simple in their syntax, 
yet very flexible and powerful in their implementation. The basic idea is 
to define the users who has access to various resources or privileges. 
The most frequent privileges include: 
 
 Read access 
 Write access 
 Modify access 

 
Slapd.conf 
Recently, the LDAP standard has changed and does not require a 
slapd.conf file for the slap daemon to run. Users should research their 
particular flavor of Linux to see which version of the slap.d daemon 
that is initiated. As an example, Ubuntu 10.4 and greater has dropped 
the need for a slapd.conf file but users are finding it difficult to 
implement. Students are cautioned when installing and configuring the 
new daemon to use the most recent updated instructions. Many 
existing websites have improper instructions that can lead to major 
headaches later. 
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Required Reading 
• Access Control Examples 

 
 

https://help.ubuntu.com/community/Nagios2
http://tldp.org/HOWTO/LDAP-HOWTO/accesscontrol.html


C4L4S23 

Active Directory is Microsoft’s proprietary equivalent to LDAP. Like LDAP, 
Active Directory can be used as: 
  
 Central location for network administration and security 
 Information security and single sign-on for user access to networked 

resource  
 The ability to scale up or down easily 
 Standardizing access to application data 
 Synchronization of directory updates across servers 

Select PLAY for two helpful 
videos. 

Overview of Active Directory 

Installing Active Directory 

http://www.youtube.com/watch?v=qlGamRD3qqc&feature=related
http://www.youtube.com/watch?v=3OwIyNCNyeA&feature=related


Distribution and integration of LDAP directories rely on several critical 
functionalities. Distributing LDAP directories across multiple servers 
increases reliability and makes maintenance more manageable.  
 
Centralized data management can lead to more accurate information 
and more efficient use of remote network services. This functionality 
also reduces TCO (Total Cost Ownership) and contributes to a 
company’s bottom line profits.  
 
In this lesson, students were introduced to the basic terminology of 
the LDAP directory service. Students reviewed ACL’s, LDAP structure, 
LDIF’s, the slapd daemon, LDAP management, objectclasses and more.  
 
The assignment will introduce students to installing LDAP and adding, 
listing and displaying information contained in an LDAP server from 
the client tool phpldapadmin.  
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LDAP Manual 
 
 LDAP Directories 

https://help.ubuntu.com/community/Nagios2
ftp://ftp.instantnt.ru/pub/Books/Linux/Wesley - Ldap Directories Explained %5B2003%5D.pdf

