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Lesson Overview

One task administrators do frequently is install software. Since
software installation is routine and follows a predictable
pattern, software developers have created various methods to
automate installs so that the process requires less human
interaction.

In this lesson, you will consider different installation
environments and various software tools and utilities available
for each situation. You will determine which automated install
method is applicable for specific environments, and you will
learn how to create a Kickstart install and a Partimage install.
You will also demonstrate your ability to backup and restore an
system configuration with each of these automated tools.

This lesson is important to learn because it explores tools that
administrators use to make installs easier, while decreasing the
amount of time spent on user input. These time savings
translate into decreases in company expenses.
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Objectives — Student Expectations

Student Expectations

You should know what will be expected of you when
you complete this lesson. These expectations are
presented as objectives.

Objectives are short statements of expectations that
tell you what you must be able to do, perform, learn,
or adjust after reviewing the lesson.

Select the Objective tab on the left to review this
lesson’s objective.
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Objectives

Objective

Given the need deploy dozens of servers,
students will be able to configure an
automated install solution such as kickstart
(scripted install) or partimage (hard drive
cloning). The student will be able to
determine which method is applicable to their
environment.




Lesson Guide - Labs

Labs

Some of your assignments require you to perform tasks on a live Linux
system.

You will need access to a fully configured Linux system to complete specific
tasks and to execute requested configurations. One option we recommend
is the use of VirualBox and a virtual install of Ununtu Linux and other Linux
distros.

Download and install the latest version of VirtualBox to you computer. Use
the version appropriate for your operating system. Instructions for using
VirtualBox can be found here.

Once VirtualBox is configured on your computer, download and install the
latest version of Ubuntu Linux that is appropriate for your operating system
and install it within VirtualBox. The downloaded file will be an ISO image
that can be used “as is” in VirtualBox. Follow this tutorial to install the Linux
OS in VirtualBox on Windows PC. Follow these directions if you own Mac.

Please contact your instructor if you have questions on labs configuration.



http://www.virtualbox.org/wiki/Downloads
http://dlc.sun.com.edgesuite.net/virtualbox/3.2.6/UserManual.pdf
http://dlc.sun.com.edgesuite.net/virtualbox/3.2.6/UserManual.pdf
http://www.ubuntu.com/desktop/get-ubuntu/download
http://www.psychocats.net/ubuntu/virtualbox
http://www.tuaw.com/2009/09/07/how-to-set-up-ubuntu-linux-on-a-mac-its-easy-and-free/

Outline

In this lesson, you will explore:

Auto Install options
* Drive Images

* Kickstart

* Partimage

C2L10S6




Install Considerations

After completing your Linux training, you were employed by a company and
stationed in the IT department. After orientation, your new supervisor
approaches you with a network diagram and highlights a section of the map
with about 300 computer desktops designated for use by customer service
representatives. He wants you to switch each machine from a Microsoft
Windows OS to Linux desktops by the end of next week.

However, no more than 1/3 of the computers in the department can be non-
operational at the same time. You calculate one hour for each install for 300
machines, with only eight working hours in each day. You recognize that
traditional install methods of going to each machine individually to do a
manual install would take a considerable amount of time. What would you
do to meet your supervisor’s deadline and get the task done?

Many Linux administrators are employed by medium to large-scale business
and educational organizations. While you may be comfortable with the time
it takes to install Linux on a single machine through the graphical installer it
may become impossible and inefficient to do so when you get to a larger
installed user base. Imagine the time it will take to install Linux on 200
machines, then do all the updates, and then setup all the users.

Select PLAY below to view
an introductory video.

View Video
VideoLesson1olntroduction(CaL

10S514).mp4

e
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Install Considerations (contd)

Additionally, in many organizations, users are grouped in roles or
(departments) and not all of them require the same set of
software installed on their machines. Insurance companies often
separate their employees into various categories—customer
service representatives, developers, finance, legal, and sales.
Every employee does not need the same software. A customer
service representative does not need development tools, so
software would only be installed when needed.

Remember, the first rule of system security is that if the user does
not need it, don’t give it to him.

You as the Linux administrator, working in conjunction with your
customer, will need to define the software and the hardware
required by each group (or role) of users. Once you make this
determination, you will decide the proper installation method.
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Automated & Manual Installs

In an automated (or scripted) Linux installation, there is almost
no human interaction. Small applications are used to automate
the process. For instance, the Anaconda Installer is one example
of a tool that uses a configuration file to answer all the questions
that the manual installer would normally ask. When used
correctly, Anaconda allows for a complete installation without
the need for a user answering repetitive questions or selecting
Next after each prompt.

In an imaged installation, a hard drive partition is restored to an
identical image (or content) that the original machine had. This
process can be used to bypass configuration issues because
restored images are fully-installed systems ready to go with all
the software already installed and functional.

A manual installation is similar to a virtual machine install. Both
installations require the user to respond to a set of questions and
provide answers in order to configure the machine.

Required Reading:

e Auto & manual installs
* Fedora 14 install
e Ubuntu 10 install
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http://www.linux.org/docs/ldp/howto/Network-Install-HOWTO-3.html
http://articles.slicehost.com/2010/11/2/fedora-14-setup-part-1
http://www.comptalks.com/how-to-install-ubuntu-10-10/

Images

Drive Image

A drive image is a block-by-block copy of the hard drive
partition. The imaging software does not look at the
contents of the drive, but copies it all. A 100 GB partition
will create a 100 GB image file. The drive that the image
will be restored to must be at least the size of the original
drive. The closer the computer hardware is to that of the
original computer the more successful the restore will be.

Partimage

Partimage is one of the available drive imaging software
applications. Partimage works on all Linux drive types
with the exception of ext4 drives. Partimage is the open
source equivalent of Norton’s Ghost and other
commercial applications. Partimage is also found on a ISO
file called SystemRecoveryCD.iso—a tool every Linux
administrator should have in his/her toolkit.

Required Reading:

* Disk cloning software
* Partition imaging

* Partimage

* Partimage Intro

* Installing Partimage
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http://en.wikipedia.org/wiki/Disk_cloning
http://www.tech-faq.com/partition-software.html
http://www.partimage.org/Main_Page
http://www.partimage.org/Partimage-manual_Introduction
http://www.partimage.org/Partimage-manual_Installation

RedHat originally created Kickstart in an early version of their
Linux distribution. Kickstart is recognized by the Anaconda
installer and allows the “scripting” of the installation. This script
includes the partitioning of hard drives, setting up of users,
initializing network interfaces, configuration of the XWindows

system, and the installation of software packages.

Kickstart installs are available for RedHat, Fedora, CentOS, and
Ubuntu (though better choices exist for Ubuntu). Kickstart is
most effective with RedHat (RPM) based installations.

Required Reading: Kickstart
* Redhat Kickstart

 Kickstart

* How to

Q redhat.

4 Prev
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http://docs.redhat.com/docs/en-US/Red_Hat_Enterprise_Linux/5/html/Installation_Guide/ch-kickstart2.html
: http:/www.faqs.org/docs/Linux-HOWTO/KickStart-HOWTO.html
http://en.wikipedia.org/wiki/Kickstart_(Linux)
http://docs.redhat.com/docs/en-US/Red_Hat_Enterprise_Linux/5/html/Installation_Guide/ch-kickstart2.html

Scripts & Boot Prompts

Script

A script is a short program that is the equivalent of a batch file
on a DOS or Windows machine.

A script is usually used to configure a piece of software or
installation in an automated manner and may also be used to
run jobs. Scripts may be written in BASH, CSHELL, Python, Java,
PHP, and other languages.

Boot Prompt and Loader

The boot loader is the first piece of software that runs when

you power-up a computer system. The boot loader is called

from the BIOS or the EFI firmware interface as the machine

boots. The boot loader than displays a boot prompt for user

interface or runs a default boot sequence that calls the default Required Reading:

version of the Linux kernel. * Shell scripting tutorial
* Linux Boot Loaders

Common boot loaders are GRUB and LILO in the Linux

operating system.
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http://www.freeos.com/guides/lsst/
http://www.xs4all.nl/~lennartb/bootloaders/

User Role

A user role is another way to describe the job description of the
user. In most organizations, you will find that users have a role
of User, Administrator, Support, and Developer.You may have
to define roles further based on the software that the user
needs to have installed on his/her machine, or the access he or
she needs to network resources.

To figure out the correct role for users, first look at their
departments, and their functions. The first rule of computer
security is that you do not grant users access to software that
they do not need in order to do their jobs. If the user does not
need access to development software, do not install it on their
machines. Try not to create too many groups of users as it takes
time and resources to manage each group.

Required Reading:
* User role management
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http://www.informit.com/articles/article.aspx?p=170964

Installation Methods

In order to decide on the proper installation method,
you must look at the number of users, their roles, and
their software needs. Additionally, you must look at the
mix of the hardware installed in the organization.

A few simple rules for installation methods:

* Small numbers of users, or large number of
individualized applications require manual
installation.

* Numerous machines with a small number of user
roles and similar hardware configuration should
use Partimage with drive images.

* All other installations use Kickstart.

Required Reading:

* Automatic installation

* Types of installation

e Linux installation strategies
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https://help.ubuntu.com/7.04/installation-guide/i386/automatic-install.html
http://www.hpcc.nectec.or.th/hpcc/publication/manual/node14.html
http://www.faqs.org/docs/Linux-mini/Install-Strategies.html

Appropriate Distro for Kickstart

As you have learned in past lessons, there are a number
of Linux distributions available. If you wish to use
Kickstart you will want to consider using a RedHat (or
RPM) based build. While Kickstart is available for Ubuntu
and some of the other Debian-based builds, it is a native
RedHat application.

Having said that, make sure you use a build that matches
the needs of your users and the needs of the
organization. Once you have committed an organization
to a Linux distribution, you will find it extremely difficult
to change to another distribution.

You will find most corporations using RedHat, CentOS,
and Fedora. You will find most educational institutions
use RedHat based builds on servers, and Ubuntu on user
desktops, though these “generalizations” are just that.
Look a the software, look at the needs of the users, and
make your decision.

documentation

{2 ubuntu

Automatic Installation

For installing on multiple computers it's possible to do full;
Ubuntu Installer itself.

Automatic Installation Using the Ubu

The Ubuntu Installer supports automating installs via prec
installation process.

Full documentation on preseeding including a working exal

Required Reading:
e Available Linux distros
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http://en.wikipedia.org/wiki/Linux_distribution
http://en.wikipedia.org/wiki/Linux_distribution

4 Prev
Kickstart installations can be performed from a

CDROM, DVD, local hard drive, NFS, FTP, or HTTP
servers. In order to perform a Kickstart install you
must:

Chapter 31. Kickstart Installations
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31.2. How Do You Perform a Kickstart Installation?

31.3. Creating the Kickstart File

31.4. Kickstart Options

Create a Kickstart file.

Create a boot media with the Kickstart file or
make the Kickstart file available on the
network.

Make the installation tree available.

Start the Kickstart installation at the boot 31.7; Postinstallation Script

prompt. 31.7.1. Examples
31.8. Making the Kickstart File Available

31.4.1. Advanced Partitioning Example

31.5. Package Selection

31.6. Pre-installation Script

31.6.1. Example

31.8.1. Creating Kickstart Boot Media
31.8.2. Making the Kickstart File Available on the Metwork

Required Reading:

e Kickstart installs 31.9. Making the Installation Tree Available

31.10. Starting a Kickstart Installation



http://docs.fedoraproject.org/en-US/Fedora/13/html/Installation_Guide/ch-kickstart2.html
http://docs.redhat.com/docs/en-US/Red_Hat_Enterprise_Linux/5/html/Installation_Guide/ch-kickstart2.html

Select PLAY below to view a
video on Kickstart installation.

The steps to preparing a systemis to create a
Kickstart configuration file:

Open a terminal window from your desktop.

Type sudo yum upgrade to update the system

to the most recent version of the software.

Type sudo yum install revisor to install the

kickstart configuration software.

Reboot your system to make sure you have

access to the most recent kernel and all Required Reading:

installed software. * Anaconda & Kickstart
* Kickstart tips and tricks

* Using Revisor with Fedora



http://fedoraproject.org/wiki/Anaconda/Kickstart
http://www.redhat.com/promo/summit/2010/presentations/summit/decoding-the-code/wed/cshabazi-530-more/MORE-Kickstart-Tips-and-Tricks.pdf
http://www.techotopia.com/index.php/Create_Your_Own_Fedora_Distribution_with_Revisor
http://www.techotopia.com/index.php/Create_Your_Own_Fedora_Distribution_with_Revisor
http://www.techotopia.com/index.php/Create_Your_Own_Fedora_Distribution_with_Revisor
http://www.techotopia.com/index.php/Create_Your_Own_Fedora_Distribution_with_Revisor

Configuring the Kickstart File

Follow these steps to configure your Kickstart file:

fedoro®
page discussion view source histors

1. Open a terminal window from your desktop.

2.  Type sudo system-config-kickstart e Anaconda/Kickstart

3.  Choose your installation options from each section of the Anscencs
installation from start to finish. Contents fice]

4. Define the required hard-drive partitions including the swap o eiatones
partition. You can define your network devices here or leave 1.2 How Do You Perform a Kickstar Instalafion?
them out all together.

5. Check the box to encrypt your root password. e

6. Check the box to run the first-time setup utility upon system Lo
reboot. SUBPROJECTS 2.5 clearpart

7. Install all the “base” software packages unless you have a o
specific reason for not doing so. Zocmed

8. Save the file once you have verified all of your installation 210 frewall
options. Select File & Save and name the file ks.cfg i

A4 oo bioal

9. Use FTP, SFTP, SCP, or any other option copy the ks.cfg file to
an available location on a network server, for example a public

web directory or FTP accessible directory. Required Reading:
* Fedora and Kickstart

* Automating the Installation
After this final step you can begin your Kickstart installation. * Kickstart Installations
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http://fedoraproject.org/wiki/Anaconda/Kickstart
http://www.linuxquestions.org/questions/fedora-35/create-iso-with-additional-files-and-kickstart-615520/
http://doc.fedoraproject.org/en-US/Fedora/13/html/Installation_Guide/sn-automating-installation.html
http://docs.fedoraproject.org/en-US/Fedora/13/html/Installation_Guide/ch-kickstart2.html
http://fedoraproject.org/wiki/Anaconda/Kickstart

Installing with Kickstart

To begin a Kickstart installation you must boot from an installation DVD, or CD-
ROM. The live CD will not work properly.

1.

Boot the machine.

2.  Pressthe <space> or <TAB> key at the beginning of the Linux boot sequence.
3.  Press the TAB key to bring the default boot into the line editor. TAB during Select PLAY below to view a
the boot sequence allows you to edit the boot parameters. video on Kickstart
4. Add ks=http://webserver/ks.cfg to the end of the boot parameter line. For an installation.
FTP server the line would change to ks=ftp://ftpserver/ks.cfg
The full line must point to the exact location and name of the ks.cfg file. Your
mgchine m}Jst also have a working internet connection, without the use of ___ View Video
‘(’)V'reletslj df't'lvefrsj; 4 the installation will et on it 6.0 VideoLesson1oKickstartInstall
5. nce the file is found, the installation will complete on its own. n
s ation(C2L10S26).m
6. Once completed, the system will install and reboot when complete. \—Qf ( Junp4
7.  If you chose configuration option to run the first-time setup utility at first
reboot you will have the option to add a user. If you did not, you will have to
perform the add-user tasks as system administrator using the root password
you included in the Kickstart file.
NOTE: Occasionally you will experience an error running the Kickstart script.
When an error occurs, examine the error message and then try to fix the Required Reading;:
configuration file. The most effective fix is to comment out the line causing the * Installing with CD/DVD
error by inserting a “# “ (pound sign with space after it). The installer will try to * Starting Kickstart installation

resolve anything missing on its own.
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http://docs.fedoraproject.org/en-US/Fedora/13/html/Installation_Guide/ch04s05.html
http://www.linuxquestions.org/questions/fedora-35/create-iso-with-additional-files-and-kickstart-615520/
http://www.centos.org/docs/4/html/rhel-sag-en-4/s1-kickstart2-startinginstall.html

To summarize the Kickstart install process:

fedora™
Install Revisor to get all Kickstart configuration files. e

Configure and create ks.cfg file
Copy the ks.cfg file to an accessible location on your 9.4. Automating the Installation with Kickstart

t k A Kickstart file specifies settings for an installation. Once the installation syst:
network. ; : : 3
carry out the installation process without any further input from a user.

Install the new version of Linux on boot from an install

DVD or CD-ROM on the machine that needs upgrading.

Press space or tab at the boot prompt, and then press ettt T i s ot oot oo
TAB tO edit the bOOk parameters. the installation with identical settings, or modify copies to specify
Add ks=xxxx (where xxx is full path to ks.cfg file) to

the end of the boot parameters. * Important — Kickstart installations and Firstboo!

: Firstboot does not run after a system is installed from this Kicks®
WatCh your SyStem lnSta”' user option in the Kickstart file before installing additional syste
“Kickstart Options” for details) or log into the installed system
users with the adduser command.

- Every Installation Produces a Kickstart File

Reboot the machine and add any necessary users or

configurations.
Required Reading:
* Techrepublic



http://articles.techrepublic.com.com/5100-10878_11-1060694.html
http://www.linuxquestions.org/questions/fedora-35/create-iso-with-additional-files-and-kickstart-615520/

Partimage

artitlon Jmage V,o.U-1rca |

1 I
* Partition to save/restore

iscdlal -extended- #
sdab Jfs 150,98 MB
sdab Jfs 150,98 MB
sda? xfs 149,98 MB
sda8 reiserfs-3,5 149,98 MB
hdal ntfs 1.95 GB
hda2 -extended-

{Next (F5)>
{*) Save partition into a new image file
{ ) Restore partition from an image file {ARbout.>

<Exit (F6)>
IP/name of the server: Pont?
SSL disabled at compile time ‘
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Configuring Partimage

To use Partimage you will need to:

1. Configure a Linux installation from any distribution in the exact
way you want it to install on your machines.

2. Create a second partition or have an external drive available to Select PLAY below to view a

which you will copy the partition image. The storage device video on Partimage

could be a server, though you will not have access to wireless configuration.

drivers.
3. Download and copy the System Rescue ISO to CD or DVD.
4. Reboot the machine using the System Rescue DVD or ISO. FE View Video
5. Choose standard options at the boot menu. 6.0 VideoLesson1oConfiguringPar
6. Type: partimage from the prompt and press enter. \_6? timage(C2L10529).mp4
7.  Follow the prompts (selecting the correct partition) and copy

the image of the partition to the second drive or server from

step 2 above. . .
8.  Shutdown and reboot the machine once the image has been Required Files:

copied. * Rescue CD

* Partimage

You can now restore the partition to another machine.

Required Reading:

WARNING: Partimage will not backup or restore ext4 partition
» System Rescue manual

types found on many new Linux installations. Ext3 is the most
recent partition type that Partimage can recognize.
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http://www.sysresccd.org/Main_Page
http://www.partimage.org/Download
http://www.linuxquestions.org/questions/fedora-35/create-iso-with-additional-files-and-kickstart-615520/
http://www.sysresccd.org/Online-Manual-EN

Partimage Operations

Complete these steps on a machine on which you intend
to install Linux. You will be using the partition image you
created in the prior slide.

1. Boot from the System Rescue CD and choose standard
options at the boot menu.

2. From the prompt, type: partimage (Press ENTER)

3. Select the partition you wish to restore.

4. Follow the prompts on selecting your image file and select
Continue.

5. Once the restore has completed eject the CDROM and
reboot the machine.

6. Complete any machine specific installation that is required.

As you may have noticed, Partimage takes a much larger
image/configuration file than the Kickstart configuration file.

~

gy

Select PLAY below to view a
video on Partimage operations

View Video

VideoLesson1oPartimageOpe
rations(C2L10S30).mp4

Required Reading:
* Partimage usage
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http://www.partimage.org/Partimage-manual_Usage

Partimage Summary

To summarize the Partimage installation process:

1. Download and install System Rescue Cd including Partimage.

2. Configure a system to the exact setup you wish to install on

other machines.

Reboot that system using the system rescue CD.

Run Partimage at the prompt.

5. Create an image file from using the default options available on
the Partimage main screen.

6. Check the image file and ensure they are saved and you are able
to install the images on a test machine before you change the
configuration of the original machine.

7. Boot the machine that needs to be imaged using the System
Rescue CD.

8. Run the Partimage program at the prompt.

9. Select the partition you wish to restore and the correct image
file from the prompts.

10. Reboot the machine using System Rescue CD once the imaging
process completes.

11.  Complete the restore process using the appropriate choices on
the Partimage screen.

W

As you may have noticed, Partimage requires a much larger
image/configuration file than the Kickstart configuration file.

l Pl ALl .Ll'k\.l&L, v
* Partition to save/restore
scdlal
sda%
sdab
sda?
sda8
hdal
hda2

* Image file to create/use
/linux-redhat-7.1.

Action to be done:
{*) Save partition into a new image file

«D VT L

-exte
Jfs
Jfs
xfs
reiser
ntfs
-exten

{ ) Restore partition from an image file

{ ) Restore an MBR from the imagefile

[X¥] Connect to server

IP/name of the server: §REree= (o= "

SSL disabled at compile time

Required Reading:
* Partimage usage
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http://www.partimage.org/Partimage-manual_Usage

Lesson Summary

While it is easy to manually install a Linux system it is much easier and
time efficient to use automated installation in large installations. If
you have users with many different roles you will want to use
Kickstart since it lends itself to many different configurations. If you
have one or very few user groups you will want to consider
Partimage, unless you have ext4 Linux partitions.

Regardless of the installation method, evaluate the various builds
available and choose the best one for your users’ needs. Keep the
number of installation methods small in order to minimize the
maintenance required.

As each new version of your distribution is made available you will
need to test your Kickstart installation to make sure it still works. As
each new distribution is made available you will need to re-create
your Partimage installation files.
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